The recent desktop versions of Windows 
Windows P2P Infrastructure
The Windows P2P Infrastructure [1] is a networking technology that provides a framework for creating P2P applications. From a conceptual point of view, it mainly contains two components:
The Peer Name Resolution Protocol (PNRP) provides name to address resolution in a purely distributed way. It is a scalable, DHT-based protocol with no need for central servers. The protocol operates in multiple scopes, typically the Internet (global cloud) and the IPv6 local link. Similar to DNS, PNRP does not provide a mechanism to find a name. Users need to know what to look for. The protocol distinguishes between secure and unsecure names. Secure names contain a hash of the public key of the owner, thus the protocol can guarantee the authenticity of secure name lookups.
The two principal components of the P2P infrastructure are Graphing and Grouping. Both provide efficient multipoint communication between participating nodes by creating an overlay network. The overlay itself is hidden from the applications. Instead, they provide an API similar to a replicated database. Thus, application developers do not need to be concerned with connection management and communication but rather can focus on the actual application. Managing the overlay is Graphing's core task. Peer discovery and security are handled by the application. In contrast, Grouping provides a complete solution by utilizing PNRP for peer discovery and implementing a security service provider.
The P2P Infrastructure was introduced in the Windows XP SP1 Advanced Networking Pack and is included in all subsequent versions. It solely uses IPv6 for communication.
Mobile Phone Limitations
There are fundamental differences between Windows XP/Vista and Windows Embedded CE. However, Windows Embedded CE supports a large subset of the Win32 API, so the main effort of our porting went into areas exhibiting conceptual differences such as the inter-process communication mechanism and the database component of Graphing.
The P2P infrastructure has been designed for desktop computers with the underlying assumption of endto-end IPv6 connectivity, either having native IPv6 connectivity or through the usage of tunneling and NAT traversal technologies such as Teredo [2] . Teredo is currently not yet available for Windows Mobile. At the time of writing, native IPv6 is provided by some mobile carriers such as Sprint and Verizon, but it is not yet widely used. This clearly limits the usability of our port. Naturally, we expect this to change in the future. The demonstration is performed in an 802.11 network where IPv6 is always available at the link local scope without the need for any transition technology.
Mobile phones typically face a significantly higher rate of network disconnections and address changes than desktops and notebooks. This is a major concern for DHT based protocols like PNRP. However, in con-trast to most other DHTs, PNRP nodes only maintain the keys of their own names, so the overall PNRP network remains operational even under a high churn rate. PNRP generates some network traffic for maintaining the routing tables and for routing lookups of other nodes like any other DHT protocol. This is not a desired behavior on expensive wireless links. Thus, we limit the usage of PNRP on mobile phones to a minimum.
Demo Application
We have developed an application to showcase the capability of the P2P infrastructure. The basic idea is to have a virtual community space where members can post content, e.g. pictures. Using this application, each member can view all the content posted by other members. Synchronization of the content is completely handled by Graphing. Each node has a local copy of the content. Thus, the content of another member is accessible even if that member is currently not connected (as indicated in Fig. 1 where Alice is offline).
Additionally, it is not required that members are connected simultaneously to exchange their content, because Graphing propagates updates independently through all currently connected nodes. The application uses PNRP to discover community members on the local link or anywhere in the Internet, if global IPv6 connectivity is available. Thus, nodes can act as a bridge between link-local only nodes and globally connected nodes in a delay tolerant networking style. Our application runs on both Windows Vista and Windows Mobile devices. As Graphing and PNRP expose a native Win32 API, the core networking component for abstracting the generic APIs is written in native code (C++). Naturally, there are different UIs for the desktop and the device versions. These are written in managed code (C#) for ease of implementation. The application structure is shown in Fig. 2 . Despite the different UIs, both versions share about 80% of the code.
Figure 2: Structure of the demo app
Most mobile phones include a camera. Our application not only supports posting pictures taken with the phone's camera, it also supports joining a community through visual tags [3] . Each device can generate a sequence of 2D bar codes into which address and security information is encoded. Users can utilize their phone's camera to decode the tags displayed by another device to join a P2P community.
Outlook
We have created a basic port of the Windows P2P Infrastructure to mobile devices. It will be published as a Software Development Kit (SDK) to the research community.
At this point, we have identified some possible improvements for the usage on mobile devices. While our initial goal was to keep full compatibility with the desktop version, we are considering changes to both sides to enable enhanced mobile experiences, optimize network utilization, and to streamline the creation of Mobile P2P applications.
